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EEC to Release an Improved Version of Single Sign In
On April 4, 2012

The Department of Early Education and Care (EEC) is releasing a new version of the
EEC Single Sign In (SSI) application. EEC has improved the look-and-feel and usability of the SSI
application and has implemented new tools for users to control their own accounts.

What has Improved?
Below is the quick list of the new EEC SSI Sign In (SSI) upgrades. The four main changes are listed

below followed by the entire Release Notes with descriptions, screen shots and new email templates from
SSI.

1. Retrieve a forgotten Username & Reset Password (if needed)
0 You may have EEC SSI retrieve a username by providing your first and last
name, email address and day of birth. There is an option now to have your
Password Reset.

2. Retrieve Multiple Username & Password Reset Not Allowed
o0 If EEC SSI recognizes multiple usernames to an EEC SSI account, you will now
be able to merge those usernames into one main username. If you want to
retrieve a password as well, after merging your usernames to one main username
you may now reset password with the assistance of EEC Helpdesk.

3. Reset Password Options
0 You may now choose to have a new password reset and sent to your email
address provided or have the password reset online.

4. Adding/Editing Contact Information
0 USPS Verification will validate mailing address entered and continue process if
there is an exact mailing address match. If not a match users can accept USPS
validated address or except their own address as entered.

What Do | Need to Do?

Nothing! The new SSI application will be at the same location as the current SSI
(https://www.eec.state.ma.us/SSI_V2/ProfileSetup/LoginUN.aspx). Starting April 4, just log in as you
would normally, enter your username and password, and you will have access to all your EEC
applications. To learn more about the latest improvements to Single Sign In, please see the four
improvement descriptions below.
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1. Retrieve a Forgotten Username & Reset Password (If needed)

If you have forgotten your username (or are not sure if you already have one), then you can request to
retrieve your username by clicking the Forgot your username? link underneath the field for your userna
me.

*
Username |
Forgol your usemame? —

The Forgot your username? link will take you to the Retrieve Your SSI Username page. To have an
email sent to you with your EEC SSI username(s), enter your first and last name, email address, and day
of birth and then click Email Username. If needed, you may also Reset Password by checking the box.
The day of birth is the number from 1 to 31 for your birthday, so someone born on September 15, 1977,
would enter “15” as their Day of Birth. If a day of birth number is selected that is not between 1 to 31 you
will then receive a notification.

| s Flease enter a valid number for your Day of Birth {1-31) |

EEC Single Sign In(TST)
- MASSACHUSETTS .
22 Department of Early Education and Care R

Retrieve Your Username

Please enter the information below to have your Username Emailed to you. If you do not have an Email address. you
must contact the EEC Helpdesk to retrieve your Usemame. If you want to reset your password, select the "Reset
Password" check box.

First Name * |samp|e

Last Name * Iuser2

TR .
Email |samp|e.L|ser@massma|l.state.ma.us

Day of Birth (1-31) * |31 Ex If your date of birth is June 30, 1980, enter 30
¥ Reset Password

|  Email Usernams ||Cance|

® 2010 Commonwealth of Massachusetts Version 2.2 2 {TST)
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If the SSI application finds your user account information, the system will show you a confirmation
message like the one below. Click Go to Login Page to return to the Sign In page.

An email has been sent to you with instructions for your request
I Email Username I I 5o To Login Page I

Tip: To be able to retrieve your username in the future, make sure to include your email address
in your Single Sign In profile

Shortly after requesting to retrieve your username and/or password, EEC will send an email to your email
address with the username (s) that match your name, day of birth, and email address. You will either
receive an email to retrieve just Username or Username and Password. Below are the two examples of
what the emails from EEC will look like. Please note this email is sent from an email account that does
not access emails, so do not reply to the email from EEC Admin. If you have questions, you can contact
the EEC Help Desk at EECHelpDesk@massmail.state.ma.us

*See Email Templates below

EEC SSI Release Notes Page 3 of 13
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Email received from EEC for Single Username Retrieval & Password Reset

Tix

L]

Al

EEC1

EEC Single Sign In = Single Username Retrieval, With Password Reset

eecadmin (EEC) [eecadming@massmad state ma.us)
Sent Manday, Aol 02, 2012 3885
Test-eloDesk, EEC (EEC)

Dear Sample User2,

This emad has been sent to vou becanse vou have requested EEC to retneve vour username and
allow vou to reset vour password in the EEC Single Sign In applcation.

Below is the EEC Smgle Sign In username for Sample User2 at
sample user @ masseal state ma us |

Profiessional Quaiications Registry

+ Professional Cerubication (TQ)

Background Record Check (BRC) Manager
Professional Development Tramming Calendar
Craality Rating and Improvement Svstem {QRIS) Program Manager

For vour convensence, vour EEC Single Sign In iformation is provided below, If vou have
forgotten vour Password, this information will be needed to recover it when vou click on the Forgot
Your Password? link on the Enter Your Password page.

Username: EEC]
Last Name: User2
Day of Birth: 31

Email Address: sample.user/@ massmail state ma us

Your temporary password i QhivT1, Please follow these steps to log = and create vour new
secure password:

Log in to the EEC Single Sign In application using the followmg Enk to access the “Sign In"
page, hitpe: waw eec state ma na 881 V2 PrafdeSenp LognU™ aspy

NOTE: If you haven't already done so, add the EEC Single Sign In application nk to vour
Favories.

Enter your Username and chick the “Sign In” batton to access the “Enter Your Password”
page.

Enter the temporary password provided above i this emad mto the "Password” field and
click the “Sign In” button. Since a temporary password was assigned to vou via this emad,
the “Change Your Password™ page is displaved for vou to enter your own secure password.
Exter the temporary password provided above m the emal into the “Curent Password” ficld,
enter vour own secure password mio the “New Password” field and “Confirm Password™
field and chek the “Submit” button

Thark vou,
EEC Administration

=== PLEASE DO NOT REPLY TO THIS EMAIL ===

This is & svstem emad account. This maibox is not monstored for responses; mail sent to this
address cammot be answered. If vou have questons regardmg tus emal, please send them to the
EEC Help Desk at EECHelpDesk @ massmail state ma us.

EEC SSI Release Notes

Page 4 of 13
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e Second Email received for only Username Retrieval

EEC Single Sign In - 8ingle Username Retrieval, Mo Password Reset

eecadmin (EEL) [eecadmin@massmail state.ma.us|
Sent: Monday, Apei 02, 2012 4:09 PM
Tas TestHaipDwg, EEC (EEC

Dear Sample User2,

This email has been sent to vou because vou have requested EEC to retrisve vour usérname in the
EEC Single Sign In application

Below 1s the EEC Single Sign In username for Sample User2 at
sample user @ massmail state maus

EEC]

Professional Quakfications Regstry

Professional Cenification (TQ)

Background Record Check (BRC) Manager

Professional Development Training Calendar

Quabty Rating and Improvement Svstem (QRIS) Program Manager

L - & @

For vour comvenience, vour EEC Single Sign In information is provided below. If vou have
forgotten vour Password, this information will be needed to recover it when you click on the Forgot
Your Password? nk on the Enter Your Password page.

Username: EEC1

Last Name: User2

Day of Birth: 31

Email Address: sample user# massmail state maus

Thank vou,
EEC Adnvmstration

=== PLEASE DO NOT REPLY TO THIS EMAIL ===
This is a svstem email account. This mailbox is not monitored for responses; mail sent to this

address cannot be answersd. If vou have questions regarding this emai, please send them to the
EEC Help Desk at EECHelpDesk @ massmail state maus.

2. Retrieve Multiple Username & Password Reset Not Allowed

If EEC recognizes a match with the information entered at the Retrieve Your Username screen there
will be a notification regarding Multiple Username Retrieval. Shortly after requesting to retrieve your
username and/or password, EEC will send an email to your email address with the usernames that match
your name, day of birth, and email address. You will either receive an email for Multiple Username
Retrieval or Multiple Username and Password Reset Not allowed. You will not be allowed to reset
passwords for multiple screen names. Below are the two examples of what the emails from EEC will look
like. Please note this email is sent from an email account that does not access emails, so do not reply to
the email from EEC Admin. If you have questions, you can contact the EEC Help Desk at
EECHelpDesk@massmail.state.ma.us.

EEC SSI Release Notes Page 5 of 13
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*See Email Templates below

o Email received from EEC for Multiple Username Retrieval

EEC Single Sign In = Multiple Username Retrieval

eecadmin (EEC) [eecadmin@massmail.state. ma.us]

Sent: Monday, Apel 02, 2012 3:45PM
To: TestHelpDedk, EEC (EEC)

This email has been sent to you because vou have requested EEC to retrieve your usemname and
allow vou to reset vou password in the EEC Smgle Sign In applcation,

Accordng to the system, vou have nmitiple usernames for your email address. You need only one
username to access all of vour EEC applications. Please select the username vou want to use and
contact the EEC Helpdesk at the Email address shown below to have your usernames combmed

mto the one username you want to use,

Below are the EEC Single Sign In usernames associated with moinuddin'@ gmail com and the
applications associated with each username.

* moin
> Professional Centification (TQ)
= Backgrownd Record Check (BRC) Manager
¢ MomTest]
= Professional Qualifications Registry
Electronic Child Care Information Management System (2CCIMS)
Crualiry Rating and Imprevement System (QRIS) Program Manager
« mointest]
o Professional Qualifications Registry
« moinx

LR IS ¥

Professional Qualifications Registry
Professional Certificaton (TQ)
Licensing Manager

[ S S |

If vou are still having access issues, please contact the EEC Help Desk at
EECHelpDesk @ MassMail State MA US.

Thank vou,

EEC Administration

*=*% PLEASE DO NOT REPLY TO THIS EMAIL ===

This is a svstem email account. This mailbox is not monitored for responses; mail sent to this
address cannot be answered. If you have questions regarding this email, please send them to the

EEC Help Desk at EECHelpDesk @ massmail state ma. us.

EEC SSI Release Notes Page 6 of 13
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EEC Single Sign In - Multiple Username Password Reset Not Allowed

eecadmin (EEC) [eecadmin@massmail. state. ma.us]

Sent: Manday, April 02, 2012 43 PM
To:  TestHeipDesk, EEC (EEC)

This email has been sent to you because vou have requested EEC to retrieve your username and
allow vou to reset vour password in the EEC Single Sign In application.

According to the system, vou have multiple usernames for vour email address. You need only one
username to access all of your EEC applications. Please select the usemame vou want to use and
contact the EEC Helpdesk at the Email address shown below to have vour usemames combined
into the one username you want to use. Below are the EEC Single Sign In usernames for John Smith
at john smith @ state ma.us and the applications associated with each userame.

* moin
o Professional Centification (TQ)
o Background Record Check (BRC) Manager
s MomTeal
o Professional Qualifications Registry
= Electronie Child Care Information Management System (eCCIMS)
o Qualty Rating and Improvement Svstem (QRIS) Program Manager
s mointest?
o Professional Qualifications Registry
. moin
Professional Qualifications Regstry
Professional Centfication (TQ)
Licensing Manager

[ e T =

Your request to reset vour password could not be completed. Please contact EEC Help Desk for
assistance at EECHelpDesk @ MassMail State MA TS

Thank vou,
EEC Administration

*** PLEASE DO NOT REPLY TO THIS EMAIL ***

This is a system email account. This mailbox is not monitored for responses; mail sent to this
address cannot be answered. If vou have questions regarding this email, please send them to the
EEC Help Desk at EECHelpDesk @massmail state ma us.

Tip: If the EEC system recognizes a duplicate user name you will be notified by email of your
Multiple Usernames in the system. You need only one username to access all of your EEC
applications. You will able to select the username you want to use and contact the EEC Helpdesk
at EECHelpDesk@massmail.state.ma.us. in order to merge into the one username you want to
use.

EEC SSI Release Notes Page 7 of 13
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With your username(s) and/or password retrieved, you can go back to the SSI Sign In page and try to log
in again. If SSI cannot find at least one user account that matches the information you have entered, you
will receive a prompt for SSI informing you that it cannot email you information

Retrieve Your Username

Please enter the information below to have your Usemname Emailed to you. If you do not have an Email address, you
must contact the EEC Helpdesk to retrieve your Usemame. If you want to reset your password, select the "Reset
Password” check bax.

¢ [o EEC Singls Sign In account was found based on the information you have entered. Plzass
raentar your information or contact the EEC Help Dask for assistance

Tip: If SSI cannot find your user account, try to enter variations of how you may have created

your user account name. For instance, if you name is “William” but you sometimes go by “Bill,” try
both variations when retrieving your username.

Enter Your Password

On the Enter Your Password page, you will see your Identity Phrase shown to you. This is a
confirmation that you are indeed accessing the secure EEC SSI site. Before entering your password,
verify that your Identity Phrase is displayed correctly. This important step helps to keep your login
information secure. Enter your Password and click Sign In.

Enter Your Password

Verify the security phrase displayed below is yours and then enter your password to sign in.

Identity Phrase  Boston

Password * ||

Forgot your password?

[ signin | | cancel |

@ 2010 Commonwealth of Massachusetts Version 2.2.2.0{T5T)
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Tip: If you do not recognize the Identity Phrase, do not proceed and contact the EEC Help Desk

for assistance at EECHelpDesk@massmail.state.ma.us

3. Reset Your Password
If you cannot remember the password to your EEC Single Sign In account, you can reset it online. Click
the link Forgot your password? underneath the password field on the Enter Your Password page.

Password * |
Forgot Your Password? _

To reset your password, SSI will allow you to choose either option Email Me a Temporary Password or

Reset Password Online.
You can reset your password in one of the following ways. Please select how you want to proceed.
address i no longer achive

If email

Reset Password Options
n file. I il

ddress EEC has o

mgn a

% Email Me a Temporary Passward ||

Fmail address entered has fo match the e
ease confact EEC Help Desk

Version 2.2.2 {TST)

| continue | ICanceI

" Reset Password Online

© 2010 Commonwealth of Massachusetts
In order to have SSI Email Me a Temporary Password you must use the email associated with your

SSI account when it was originally created. If there is a mismatch entered with the given email address

EEC will display a notification of an invalid email address.

s Please enter a valid email address

Page 9 of 13
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To Reset Password Online, SSI will have you verify your information. Enter your last name, the answer
to your security question, and your day of birth (1-31) and click Continue. Make sure you answer your
Security Question the same as you did originally (for instance, an answer of “NYC” does not count as a

valid answer for “New York City”).

Reset Password Options

You can reset your passwoard in one of the following ways. Please select how you want to proceed.

' Email Me a Temparary Password
Email address entered has to match the emall address EEC has on file. If email address in no longer active

please contact EEC Help Desk

¥ Reset Password Online

Username EECH
*

Last Name
Security Question  VWhat is the name of the city you were bom in?

= &
Security Answer |

Day of birth * |n

| Continue | ICanceI I

Version 2.2.2 {TST)

© 2010 Commonwealth of Massachusetts

Tip: In order to Reset Password Online you will have to provide the valid Security Answer* and
Day of birth*. You will be able to move on to Reset otherwise.

If any of the required fields you entered do not match profile information for displayed Username a
notification will display on screen.

¢ Flease enter the Last Nams
s Fleas anter the Sacurty Answer
s Flease enter a valid number for the Day of Birth {1-31)

EEC SSI Release Notes Page 10 of 13
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Shortly after requesting to retrieve your new password, EEC will send an email to your valid email
address with the temporary password and steps to log in and create your new secure password. Below is
an example of what the email from EEC looks like. Please note this email is sent from an email account
that does not access emails, so do not reply to the email from EEC Admin. If you have questions, you can
contact the EEC Help Desk at EECHelpDesk@massmail.state.ma.us.

EEC Single Sign In - Temporary Password
egcadmin (EEC) [eec admin@massmal state ma us)
Senit: Monday, Apel 02, 2012 412PM

Toe TestHelpDesk, EEC (EEC)

Dear Sample Userd,

Thas emad has been sent to vou because vou have requested EEC to reset vour password to the
EEC Single Sign In application

Your temporary password is Xdend7. Please follow these steps to log in and ereate vour naw
secure password

1. Loginto the EEC Single Sign In applcation using the following knk to access the “Sign In”

page. htps:/www eec state ma us S51 V2 Profile Setup LogmU TN aspx

NOTE: If vou haven't already done so, add the EEC Single Sign In application knk to vour

Favorites

Enter vour Username and cBick the “Sign In” button to access the “Enter Your Password™

page

Enter the temporary password provided above in this emad into the “Password™ field and

click the “Sign In" button. Simnce a temporary password was assigned to you via this emad,

the "Change Your Password” page 15 displayed for vou to enter vour own secure password

4. Enter the temporary password provided above in the emad into the "Current Password” field,
enter vour own secure password into the “New Password” field and “Confirm Password”
fiald and chiek: the "Submit” bueton

| ]

LFY)

For vour comvemence, vour EEC Smgle Sign In mformation is provided below. If vou have
forgotten vour Password, this information will be needed 1o recover it when yvou click on the Forgot
Your Password? knk on the Enter Your Password page

Username: EEC1

Last Name: User2

Day of Birth: 31

Email Address: sample. user@massmai state maus

=== PLEASE DO NOT REPLY TO THIS EMAIL ==-

Thes ia 8 yvitems emasd moooamt Thes b i nod mosston od Nog reapomaes masd Lol 1o ey
address cammot be amwered. I vou hane queitions reparding des omad, pleaie sond dhemn o the
EEC Help Davak st EECH cloDie4dc @ passenag] state ma i

With your retrieved password, you can go back to the SSI Sign In page and try to log in with your
temporary password. You will also be asked to change then confirm the new password. again.

To reset your password, you need to enter you new password twice. This is done to make sure there were
no typos when you first typed in your new password. Your new password must meet the minimum
requirements for an EEC SSI password, including:

EEC SSI Release Notes Page 11 of 13
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4. Adding/Editing Contact Information

Enter Your Contact Information

Enter your contact information below. If you have an email address enter it so EEC can identify you and, when
necessary, contact you. if you do not have an Email address, you must enter your mailing address. Your mailing
address will be verified using the USPS address validation senace. If the USPS cannot venfy your mailing address
you'll have the option to continue on with your mailing address as entered

Please use your legal first and |ast names. Do not use nicknames. For example, if your name is William, use
William, not Bill

First Mame *  [Sample

Last Hame * |User

Gender* |Female "’I

Email * Isample userd@massmail state. ma.us I Skip Email

Confirm Email * [sample user3@massmail state ma us
Phone ] I I Exd I

If you do not have an email, you must enfer your mailing address.

State MA vl

City [MARLBOROUGH |
Address 1 |1 Sample st
Address 2 [

Zipcode  [pq752

I Previous I [N-:.-'tl [Carcel ]

® 2010 Commonweakh of Massachuselts Version 222 0(TST)

Here you will enter your name, gender, email, phone number, and mailing address. EEC strongly
encourages users to include their email address to aid in troubleshooting any questions you may have
about EEC applications. If you do not have an email address or would prefer not to provide it, you may
click the checkbox for Skip email. In that case, you will need to enter your mailing address.

Tip: If you have an email address, please enter it here. It is best to use an individual email address
as opposed to one shared with others.

EEC SSI Release Notes Page 12 of 13
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When you enter your mailing address, EEC will check your address as entered with the US Postal Service
(USPS). The USPS may then provide a slightly different version of your address, formatted as preferred
by the postal service. Review the USPS validated mailing address and then select either your address as
entered or the USPS validated address for inclusion in your user account. If your address, as entered,
exactly matches the USPS you will continue to the next screen.

If you do not have an email, you must enter your mailin

address.

[f=)

" | accept the address as entered.

State  |MA = I | accept the validated USP S
City |EIOSTON j mailing address.
Address 1 |51 Sleeper st

51 SLEEPER ST
BOSTON MA 022101276

Address 2 I

Zipcode |0211U

I Previous I IHextl ICanceI |

© 2010 Commonwealth of Massachusetts Verzion 2.2 2. {TST)

Click Next to continue to the fourth page of the enrollment process

Thank you for your continued input in improving EEC’s online systems. If you have any
guestions or thoughts for improvements for Single Sign In or EEC’s other applications, please feel free
to email the EEC Help Desk at EECHelpDesk@state.ma.us.
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